.Th

aiJan1slgviu thDNS
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uzU1U5N1S thDNS
Aflenudousiuvog thDNS
1.A198u1y Field ﬁugmwaﬂ DNS Record
2.Usznnuaa DNS Record fiszuusousy
n156AN Record
mstﬁ’?\a @1 A Record (IPv4 Address Record)

As6A1 AAAA Record (IPv6 Address Record)

A1569A1 CNAME Record (Canonical Name)
n156MA1 MX Record (Mail Exchange)

0o o o0 A B W N DNMNDN

=
o

A156@1 TXT Record (Text Record)

=
N

A1s6hA1 NS Record (Name Server)

=
w

n156raA1 DNSSEC (Domain Name System Security Extensions)



uuzurusais thDNS

thDNS Aousn1552UUTmN1S DNS Zone Awsunlneg T.H.NIC wiolfid1voelniuy

mmsﬂmuquLLaw%ms%’mmsstﬁau DNS laagUannsne dUszansnin LLazﬁmwsju

wanzgdmsunagidnumlduazesAnsiisioanisanuiafiosds wiaumalulad DNSSEC

Wamuamnudasnnvuaziaviunmsyasuudasdaya dnnuduidiasare Anycast i

N5£BSN D3 IHUSN1SNITaN aN1sMaUaUDINSIALSIazNSaU S 1uaAI8 SLA Ay

=

@fiosgaiia 99% FJudulalainlauuvevauaziineanuingaiio AU LazAy

Yasnneluszaulioodn

STUVLINWSDUHLNNIS B IUNad1891u Nudle wasldoulasgraduszsidsy ¥reald

AuuavunwsInvavinulaog1adaay

ATV AuUUdY thDNS

1.A195u19 Field v‘fiugwuau DNS Record

Field AURUY 29814 HUNYLHE

Name Falowuu 150 Sule | www, @, mail, api @ Tununsszy root
1 (Subdomain) N domain ¥u
F1ONNISHNAN example.in.th.

Type Ysznnuoaa DNS A, AAAA, CNAME, MX, | iesuiaiinifiusiuana
Record TXT, NS

TTL (Time To | szezanfi DNS cache | 300, 3600, 86400 wieduiunf Gunfif DNS

Live) e hoAINBUS NS ML)

Data ﬁagaﬁ'ﬁ’uﬁﬂlﬁu 192.0.2.1, G'E'Tuag YU type Aildon
record 1 example.in.th., "v=spfl




2.U521nNVa4 DNS Record fisguusassu

Usgian A195U1Y £20814

A W nSuddelauulud IPv4 Address example.in.th. » 192.0.2.1

AAAA W msusselauulysa IPv6 Address example.in.th. » 2001:db8::1

CNAME | Wdwsusiude alias tHdu Sulawu www.example.in.th. - example.in.th.
WieBludeBelamuudatanie

MX ¥ rum Mail Server d®SUN155U example.in.th. = 10 mail.example.in.th.
dwa (Priority 10)

TXT ¥ssudomnuddass d1msu SPF, DKIM, | example.in.th. = "v=spfl
nMsdugulaiuuy 4ay include:_spf.example.in.th ~all"

NS dwisuszyIn Zone {i1% Nameserver example.in.th. - nsl.exampledns.in.th.
a1

FODN (Fully Qualified Domain Name) ﬁa%a‘[mmuﬁ'szqm’wLmu\maaiaaﬁ‘fﬁ%aL%%WLQ@%"L&%”

DYNLANIZLINZ D LLazaﬁJ‘],Ju’iﬂiImEJiJﬁzﬂalJ AeBalawuy (Domain) wazlpluussauuudgn

(Top-Level Domain: TLD) Guenaiindelifielods (Host/Subdomain) file 1wy example.in.th

#50 mail.example.in.th




a1savail Record

Aa1sAavAl A Record (IPv4 Address Record)

A Record #i59158n731 Address Record mavUszinnyod DNS Record NN HUA IH
Balawuu (Domain Name) Bludafiog IPv4 yoaiBsnies wwalHtildaruaiunsadnfia

Bulssrsovdnisuutusatauule

wiu Record
wdandszian
A AAAA CNAME MX TXT NS
@ 300
o ™ @ dwiulauundn wiadadulamy wu © :u TTL dhuddianlumiaeiuni

www, api, mail

192.168.1.1

© s:uA IP Address Tusiuuy IPv4 wziu 19216811

sUuuunsiguu
$9 (Name) Yszan (Type) Y2ya (Data - IPv4)
@ A 192.168.1.10
WWWwW A 192.168.1.10
docs.example.in.th. A 192.168.1.20

- @ wunede Tauwan (Root Domain) Wy example.in.th 31Uf IP: 192.168.1.10

- www Bung i Sulawuu (Subdomain) 1wy www.example.in.th Flua 1P;
192.168.1.10

- docs.example.in.th. (Hyasiating) wuefia docs.example.in.th Fluf 1P
192.168.1.20


http://example.in.th
http://www.example.in.th
http://docs.example.in.th

{: 7] (-7} }:7)
POMISSLINUNIS TN
1. mﬁfsquuﬁ'aa Y@ya (Data - IPv4) siovidurungtay IPv4 Address windu (b5

192.168.1.10)
2. #uldlustmmaa (Protocol) 58 tduniv (Path) e tumn IP

o ﬁaasimﬁ“taigﬂﬁa\a:http://192.168.1.10/

AarsavA1 AAAA Record (IPv6 Address Record)

AAAA Record Aaszinnued DNS Record Algszyin Folawuu (Domain Name) #39
Fulaiuu (Subdomain) Ingn%“l,ﬂs‘]’\a IPv6 Address Faiuinmsgu IP ulnsifisoedy

ﬁwuauqﬂnsmﬂﬁmwnndw IPv4

wiu Record
idaniszian
A AAAA CNAME MX TXT NS
@ 300
51 @ dwiuTasumdn viladadulawy wu O szu TTL dluednanlumiaaiuni

www, api, mail

2001:db8:abcd

© 3vuA1 IP Address Tugiluuu IPvé 12 2001:db8::abed

sUuuunsiguu
$2 (Name) Uszian (Type) Joya (Data - IPv6)
@ AAAA 2001:db8::1
WWW AAAA 2001:db8::2

- @ wuedv lauran (Root Domain) 1Wu example.in.th FLUA IP: 2001:db8::1

- www Ui Sulatuu (Subdomain) 1u www.example.in.th FLUA IP: 2001:db8::2


http://192.168.1.10/

{: 7] (-7} }:7)
POMISSLINUNIS TN
1. mﬁfsquuﬂzﬁaa Y@ya (Data - IPv6) siovtdu IPv6 Address winuu

2. AI5K539a0UTHLUS AN 1BsWnasUantanivaiusalyiusniseu IPv6 Taasy
3. vnszyfey IPv6 fldaunsaidanule 150185110035 bisavsy IPv6 211N %

BUNsAsarellausa fed Ul e

A1sdvA1 CNAME Record (Canonical Name)

CNAME Record (Canonical Name Record) @@ DNS Record AlFdgoTlamuunii (Alias)

lUgeBalanuuranandarily (Canonical Name) snunisdmsaluey IP Address

1iu Record

id@andsian

A AAAA CNAME MX TXT NS
WWW 300
@ szyfaduTawm iziu www, api, mail 0 szu TTL duddnantumizeiundi

target example th

O szuialaumilanovng wiu target.example.th,

sUuuunsiguu
%9 (Name) Uszian (Type) Yoya (Data - Favargni)
WWW CNAME example.in.th.
mail CNAME ghs.example.in.th.
sip CNAME mail




www #ug9 Sulatuu (Subdomain) 1w www.example.in.th. Fua example.in.th.
mail rungdv Sulatuu (Subdomain) 1w mail.example.in.th. Fud
ghs.example.in.th.

sip g Sulatuu (Subdomain) 1w sip.example.in.th. Fluf mail.example.in.th.

JOMITSL I LUNISLBUIL

1.

nMsnsende Hae Joualussuu wminluifiuge () siering ssuvazrinmsifiuinuu
wanlionlulm 1wy
o www = www.example.in.th.
o mail.example.in.th (lifiamsiaring) » mail.example.in.th.example.in.th.
o mail.example.in.th. (ﬁqm&iaﬁw) - mail.example.in.th.
CNAME Record fioutdduiaiuu (Subdomain) windu
o X 'liausynlHid CNAME fiu @ fAdulmuunadn (Root Domain)
o aastEiudadulauu 1wy www, blog, mail 4as
#1118 CNAME s2u1iu Record Uszinndutudoimeanu
o Yangnawed CNAME devaiugelaiuu FQDN
o X uBlud IP Address




ﬂ'lSﬁ\)Fi'l MX Record (Mail Exchange)

MX Record #5@ Mail Exchange Record tuyssinnaaa DNS Record ilgszuin Foln
wuilazdudiuatinudsunes la InvazszuBalaiuuvag Mail Server usUuuy FQDN wsau

ffussauANudAY (Priority) ileeldszuudiuadvaarinadiundalauulaagragnsiog

wiu Record
Ldaniszian
A AAAA CNAME MX TXT NS

@ 300

szu @ A wdulaunan wiatatulawmu iy O szu TTL duddanluminaiud

www, api, mail

10 mail.example.th.

0 szudrdumaudide (priority) wiu 10, 20, 30 0 s:uiia Mail Server 1iu mail.example.th.
sUuuunsiguu
%o Uszian (Type) aAuAU Y2ya (Data - Mail Server)
(Name) d1Asy (Priority)

@ MX 10 mail.example.in.th.
@ MX 20 maill.example.in.th.
@ MX 20 mail2
@ MX 30 mail3

- Priority AaA1ansuanudifsy tnyssuuasidanideniavnisynau

- drunsaiiviany MX Record 16 weivinnlaulasiam1 MX 28190 NHDY azliausasud

LWalNNNYUDNLe



o 7] L 74
PBMISSEINUNIS LTI
1. sieald¥e Mail Server uuuduintuu (Subdomain) H5e%alnluu FODN nnusmMen

() wag ¥uld IP Address
o X tm:192.168.1.5
o [ 9n: mail.example.in.th.
o [ 9n:mail2
2. siovldm Priority nnm%y’\i
o 131 10, 20, 30 IngtavioylanaumnudiAyuInnai




10
A1sAvA1 TXT Record (Text Record)

TXT Record wudszinnuay DNS Record ﬁl??ﬁuﬁagalugmtuuﬁamm (Text)
Unlgansu:

[

o Fudumnuiuvoulatuu (1Wu Google, Microsoft, Facebook)

e MHuAuUlgvIgNISaudLua 11 SPF, DKIM, DMARC

os
Qs

e HIAIUSNISAINSTUUNYUDN

wiu Record
iRanisyian
A AAAA CNAME MX TXT NS
@ 300

ar o = = o = =
72y @ dwmiulawundn wiatiadulawm 1z O sz TTL dudrédnantuwizadui
www, api, mail

,,,,,

"v=spf1 include:_spf google th ~all"

0 ssiaanufidasnafivlupluuuiaany iy *v=spfla mx ~all*

© nsalflAnum i 255 @anes dasaauiailuniieg ueazzieenyliiu 255 dadnes L
"y=DKIM1; k=rsa; p=MIIBjANBguS+R..." "zX0Bnvgzi5bUgJ+LkUKBK..."

sUuuun1sigun
32 (Name) Uszian (Type) Yoya (Data - 99A213)
@ TXT "v=spfl include:_spf.example.in.th ~all"
@ TXT "site-verification=abc123xyz456"
example._domainkey TXT "v=DKIM1; k=rsa; p=MIIBIJANBg..."
_dmarc TXT "v=DMARC1; p=none;"
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o 7] 24
FBMISTEITIUNIS LB
1. [ demnusiovegnsluiniaernungmna ".."

o mn“l,sﬂeim%a\‘mmwd’lwum "." maﬁﬂﬁ%suua’mﬁagaﬁml,as[f?\‘irah"l,aigﬂ
RN
2. [ sunsodivate TXT Record tudouaensuls
o wWu @ 1ailfia SPF uay site-verification 28 MIYNU
3. X #ulignvssiiAsiasUuuy
o WU LASOIHUY ; HaD = ﬁaﬁﬁﬁaajwqgnﬁaﬁmmﬁ@’iﬁu%msﬁmum
4. [V nseisonusiiu 255 AI9NBSs 96 09LLNg Lazimazydassiovedlafiu

255 B9Nss 15U

AL MNNISHAVD AU

"v=DKIM1; k=rsa; p=MIIBIjANBguS+R..."
"zX0Bnvgzi5bUgJ+LkUkK6K..."

"..(DUlD)..."




12
a1sdavAl NS Record (Name Server)

NS Record (Nameserverr Record) Aadayaluszuu DNS fiszyinlaiuuiiuld

Nameserver latfun153an159@1a DNS 5 0 1Wu A, MX #ae TXT

Wefinisnfalatuu 1wu example.in.th s2uy DNS 2281484 NS Record livofiasio

Ay Nameserver ﬁ%’uﬁmjaulumslﬁﬁaga DNS vadlatuuiy

wiy Record
Laanilszam
A AAAA CNAME MX TXT NS
dev 300
© szusiadiuTamu iy www, api, mail © 5:u TTL dudidanlumiiaiu
ns1.example th.
@ szuiia Nameserver iiiu nsl.example.th.
sYuuunsigen
%9 (Name) Uszian (Type) doua (Data - Name Server)
dev NS nsl.dev-dns.example.in.th.
dev NS ns2.dev-dns.example.in.th.

- 9%alauuuuy FODN mnumeaa () siaring

- Asiogvilay 2 Nameserver

o 7] 4
POMISSLIN LN LTI
Avatenesiondu Sultaiuy (Subdomain) H3atalatuu FQDN susieqa ()

wag Huls IP Address

o #uly IP Address

o evldan () siarne¥e wWu nsl.example.in.th.
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a1sdvA1 DNSSEC (Domain Name System Security

Extensions)

DNSSEC (Domain Name System Security Extensions) Aaduvg19904s2UD
DNS niiuasifumaanaavlu DNS Records Lﬁalﬁmmmmsmaaum’mgnﬁa\i

va4gaya DNS 1o

mlucaeld DNSSEC?
74 8udu31 DNS Record ﬁ“lﬁ'%’ummmméaﬁgnﬁaa
71 Younunislaudinuu DNS Spoofing #58 Cache Poisoning

[ winanudasassldiviawu tnsanzivlssnideyadiAty 1wy suiais,

HUIYIIUSIBNIS

35n151alx911 DNSSEC

a5 dan1s DNS

@ test-domainZinth @ faluom DNSSEC

1. WIHUL19mAN1S DNS
2. 18on Waldeu Wianls DNSSEC

3 nady gudu n1s1aTsveu DNSSEC



nsss DS Record galilasuniseaan

14

a5 dams DNS

@ test-domainZinth @ ety DNSSEC

DNSSEC
QAfian13ded1 DNSSEC

DS Record £

4319

2 13

5B506113CEE23A468A2E75B762D9E24AEA7113C7A2D54721F3833F1B43479ED3

1. 189N ‘ANAINUN’

2. then dudu 1% Susounistiiu DS Record

] -] [-7)
3. ﬂﬂfl.!ll JUYIU

4. \Dnalda1u DNSSEC d1159

29814 DS Record

Field Data
Key Tag 2371
Algorithm 13 (ECDSAP256SHA256)
Digest Type |2 (SHA-256)
Digest 5F6B849C872DF06B53F230F17445D26C14A275A4A876FB03

BB4964F8B9F9C2F7

o -7 ] o
JOMISTL I IUNS LB EIU

[

1. #10 DNSSEC 1algarutalnsigvlilaseml DS Niawuu ashainni1smaai

amysmi ssuy DNS as“l,ajmmsnﬁué’um’mgnﬁawaaimmuﬁiﬁ
2. noutlasu Nameserver siavaumn DS record Nhasvalintdi Aum1 DS aannou

flastuszuvaemnsIvaay DNSSEC tueau nazduls sl ldauisawnigeiule
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